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 minimal DFA in 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Closed-box learning
 in practiceL⋆

Experimental inputs

Observe outputs

• TCP  
(Fiterău-Broştean et al, 2014)

• Smartcard Reader  
(Chalupar et al, 2014)

• Java interface specifications 
(Alur et al, 2005)
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Challenges:

• System might not 
 answer every 
 membership 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• System certainly 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 equivalence query
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Our solution: L⋆
□

• Uses a worklist of 
observation tables with  
blanks

• Rely on a solver to fill 
 blanks

• Guaranteed to learn 
 minimum-size DFA 
accepting  and 
rejecting  

L+
L−
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Solver

Distinguish query:  
w1 ≡ w2?

Suffix  distinguishing  
None otherwise

e w1, w2
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Distinguish ε, a?

Yes: a


    ε a  
    a a 

⋅ ∈ L+
⋅ ∈ L−

 modified to use distinguish is guaranteed 
to learn minimum size DFA for finite 
L⋆

□
L+, L−



Implementation

•  is written in OCaml


• Self contained automata library


• Library for building automata learning algorithms


• The solver is implemented using the Z3 SMT solver


• Optimizations based on unsatisfiable cores and worklist heuristic prioritization

L⋆
□
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