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Abstract will be able to offer a full Usenet feed while only storing

) 2/n as much data as it would have had to using a tra-
UsenetDHT is a system that reduces the storage and bafilonal system. Instead of using local storage to hold a
width resources required to run a Usenet server by spregglye number of articles for a short period of time, Usenet-
ing the burden of data storage across participants. UseRgT allows each server to hold fewer articles but retain
DHT distributes data using a distributed hash table. Them for longer periods of time.
amount of data that must be stored on each node partiCithe pandwidth required to host a Usenet feed using
pating in UsenetDHT scales inversely with the number pisenetDHT is proportional to the percentage of articles
participating nodes. Each node’s bandwidth requiremegigs are read rather than to the total number of articles
are proportional to the fraction of articles read rather th%sted. Given the current size Usenet and known reader-
to the total number posted. ship patterns, we expect this optimization to translate into

. a significant reduction in the bandwidth required to host a
1 Introduction il food q

Usenet is a large, distributed, messaging service that
serves thousands of sites world wide. Since its introdife-
tion in 1981, the Usenet has been growing exponential%/.l Usenet
The daily size of Usenet postings doubles approximately

every ten months. In early 2004, users created apprd{enet is a distributed mesh of servers that are connected
mately 1.4 TB of new Usenet data, corresponding to abdie mostly ad-hoc topology that has evolved since its cre-
4 million articles, per day. Each server that wishes to ca@ion in 1981. Servers are distributed world-wide and tra-
the full content of Usenet (a “full feed”) must replicatdlitionally serve readers located in the same administrative
this amount of data each day, which is more than a 16RIm as the server. Each server peers with its neighbors
Mbps connection can support. To provide many days iBfthe topology to replicate all articles that are posted to
articles for readers becomes an expensive proposition.Usenet.

UsenetDHT provides a service that is substantially sim-The servers employ a flood-fill algorithm to ensure that
ilar to Usenet but which reduces aggregate bandwidth adbarticles reach all parties: as a server receives new
storage requirements by organizing the storage resour@éisles (either from local posters or from other feeds),
of servers into a shared distributed hash table (DHT) thafloods NNTP CHECKmessages to all its other peers
stores all article data. This approach obviates the need$0 have expressed interest in the newsgroup contain-
articles to be replicated to all participating servers. Insteti@ the article. If the remote peer does not have the
of storing article data at each server, UsenetDHT stofégssage, the server feeds the new article to the peer
article data on a small number of nodes in the DHT. Théth the TAKETHIS message. Because relationships
DHT distributes articles geographically, and can loca@€ long-lived, one peer may batch articles for another
them quickly. It ensures high availability by re-replicating/hen the other server is unavailable. RFC977 [10] and
as necessary, maintaining the benfits of full replicatid?~C2980 [1] describes the NetNews Transfer Protocol in
without incurring the bandwidth and storage costs. ~ more detail.

Using this approach, for an-host system, each host Articles are organized into a hierarchy of newsgroups.
Upon receiving each article, each peer determines which

This research was conducted as part of the IRIS prdjétgt// _newsgrou_ps the article Is in (ba.sed on meta-data included
project-iris.net/ , supported by the National Science Founddl the fil’tlF:le) and updates an index for the group. Th?
tion under Cooperative Agreement No. ANI-0225660. group indices are sent to news reading software and is
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used to summarize and organize displays of messagesmatically handles balancing storage load between the par-
Certain newsgroups are moderated to keep discussititipants in the system. The storage layer automatically
on-topic and spam-free. Moderation is enforced by requiebalances data as nodes join and leave the system. In or-
ing a special header — articles posted without this headler to keep data reliably available, DHTs will typically
are sent to a pre-configured moderation address insteads# replication or erasure codes to store data on geo-
being flood-filled as normal. graphically distributed machines. This strategy also al-
Special messages callezbntrol messages are disdows DHTSs to optimize reads by using nearby servers.
tributed through the regular distribution channels but have .
special meaning to servers. Control messages can créte Architecture

or remove newsgroups, and cancel nhews postings (i.e. re- . . . .
groups, a b gs ( Inthis section we present the high-level design of Usenet-
move them from local indices and storage).

DHT, trace through the life of an article after it is posted,
2.2 Server-side policies and discuss some tradeoffs of our design.

Each Usenet site administrator has complete control ogn  Design

the other sites that it peers with, what groups it is inter- ) _ _

ested in carrying and the particular articles in those groupd® main goal of this system is to reduce the resources
that it chooses to keep. This flexibility is important as ffonsumed by Usenet servers — specifically, the data
allows administrators to utilize local storage capacity ffansfer bandwidth and the on-disk storage requirements
a manner that best suits the needs of the site. For exd@-articles —while mostly preserving the major features
ple, commercial Usenet providers will often invest in larg® Usenet. UsenetDHT accomplishes this goal by replac-
amounts of storage in order to be able to retain articl®9 the local article storage at each server with shared stor-
over a longer period of time. Some Usenet providers wif€ Provided by a DHT. This approach saves storage since
choose only to receive articles affiliated with text new&ticles are no longer massively replicated; it also saves
groups in order to minimize the bandwidth and stora ndwidth since servers only download articles that their
required. Most servers today will also filter incoming aflients actually read. _

ticles with CleanFeed [13] to remove articles that are con-All indexing of articles remains local to servers. In

sidered to be spam. order to support this, UsenetDHT nodes exchange meta-
o data and control-data using the same flood-fill network as
2.3 Usenet data characterization Usenet. In essence, the article bodies are elided from the

The size of Usenet is a moving target; many estimategws feed between servers. This approach allows cancel-
have shown growth by a factor of two in traffic voluméation and moderation of articles to work much as they
every 10-12 months. Growth has largely been driven B9 now; for example, cancellation simply updates the lo-
an increase postings of “binaries” — encoded versions@# group index to exclude the canceled article and no
digital media, such as pictures, audio files, and movid2iT storage needs to be touched. We considered using
Users are increasingly taking advantage of Usenet agRplication-level broadcast to transmit meta-data. An ef-
distribution mechanism for large multi-media files. Ificient broadcast tree would reduce link stress by ensuring
2001, there was an average of 300 GB of “binary” articlégat data is transmitted over each link only once. How-
posted per day, but the volume in early 2004 is already &yer, Section 4 shows that the meta-data streams are rel-
proaching 2 TB [8]. In contrast, the volume of text articlegtively small, so the bandwidth reduction does not out-
has remained relatively stable for the past few years at #gigh the complexities introduced by such a system. Fur-
proximately 1 GB of new text data, from approximatel{her, the mesh network system is more robust, so we chose
400,000 articles [7]. to leverage the existing infrastructure.
. Figure 1 illustrates this design. Dotted-lines in the fig-

2.4 Distributed hash tables ure é]enote the transfer of metaqdata, and solid lines der?ote
A distributed hash table (DHT) is a peer-to-peer storagdicle data. In the UsenetDHT design, each node donates
system that offers a simplput and get interface to storage capacity to form a DHT, which acts like virtual
client applications for storing and retrieving data. DHTshared disk (right). Articles are stored in the DHT and
are often built out of a robust self-organizing lookup sy#etched as required to satisfy read requests.
tem (such as Chord [16] or Tapestry [17]) and a storageServers will locally cache recently requested docu-
layer (such as DHash [4]). ments to avoid making multiple requests to the DHT for

The lookup layer maintains state information abotiie same article. If servers cache locally, caching inside
nodes and their identifiers while the storage layer authe DHT will be unnecessary. The main benefit of local



(b)

Figure 1. The design of Usenet (a) and UsenetDHT (b). Usenet servers are connected to form a mesh network
and exchange article data (solid lines) and meta-data such as article announcements and cancellations (dotted lines).
Each Usenet server provides enough storage for an entire feed. UsenetDHT servers are connected by the same mesh
network to exchange meta-data, but coalesce their storage into a large, shared DHT (at right). The colors associate
each participant with the storage they provide.

caching is to reduce load on other servers in the systemcle’s existence is eventually flooded to all news servers.

if servers cache locally, no server is likely to experience When a reader wishes to read a newsgroup, he requests
more tham remote read requests for the DHT blocks cog list of new articles from his local news server. As is done
responding to a given article. Each server will need to de-Usenet, the server responds with a summary of arti-
termine an appropriate cache size that will allow them tdes that it has accumulated from its peers. This summary

serve their readership efficiently. is used by readers to construct a view of the newsgroup.
. e L When the client requests an article body, the server sends
3.2 Article lifetime aget request to the DHT for the content-hash associated

Consider how an article is posted and eventually read u4th the article. Once the server obtains the article data it
ing UsenetDHT. A newsreader in communication with &N be returned to the reader. As with posting, the reader
local server posts an article using the standard NNTP pi@not aware that the news server has been modified.
tocol. By design, the reader is unaware that the server,i
part of UsenetDHT, instead of a standard server. UpEgh% Tradeoffs
receiving the posting, the server stores the article dataline primary drawback of UsenetDHT is a loss of con-
the DHT under the content-hash of an inode-like structurel by individual administrators over what data (articles)
that points to fixed size chunks of the article [4]. As aare stored on and transit their machines. In a DHT-based
optimization, if the article fits within a single 8KB DHT storage system, article data will be evenly spread across
block, the body is stored directly in the inode [6]. The usal participating nodes. Similarly, all nodes must partic-
of a secure hash function such as SHA-1 to produce fhate in processing DHT lookups for articles, even those
content-hash guarantees that articles will be evenly dis-groups that they do not wish to carry. This sacrifice is
tributed through the nodes in the system. It also ensunelerent to the design as presented above.
that servers can verify the integrity of data received overFrom a resource standpoint, this drawback is probably
the network. not critical: each server in UsenetDHT need only provide
After the block has been successfully stored in tlaefraction of the space required to store a feed. Evenif a
DHT, the server sends an announcement with the articlgaditional server only served a fraction of newsgroups, its
header information and content-hash to its peers. This #terage requirements are not likely to rise if it participates
formation is sufficient for the peer servers to insert the UsenetDHT. In addition, sites can run virtual nodes [4]
article into the appropriate group indices, provide a suiie-match DHT storage requirements with available capac-
mary of the article to readers connecting to the senity: each virtual node allows a physical node to claim re-
and retrieve the contents of the article when necessagonsibility for an additional fraction of the blocks stored
Each server, upon receiving the article, also shares theiarthe DHT.
nouncement with its other peers. In this manner, the arti-Article expiration must also be handled on a system-



wide level. Blocks associated with articles can only be Total Bytes Transferred Storage
removed when the article has expired from the indices of/senet B 2 b
all servers. This global parameter is set out-of-band.  UsenetDHT 2br +2-512a 2b/n+512a

More troubling are issues relating to content filtratiorrable 1: UsenetDHT reduces the bandwidth and storage
One common policy that UsenetDHT would like to sugrequirements of hosting a Usenet feed in proportion to the
port is the ability for servers to decide not to carry pafraction of articles readr§ and the number of servers in
ticular newsgroups, such as erotic newsgroups. Normatlye network ), respectively. This table compares the cur-
such servers would request not to receive articles ass@gnt transfer and storage requirements per day for a full
ated with unwanted groups from their upstream server. izenet feed in both systems, whéreepresents the total
UsenetDHT, a fraction of the articles froafl groups will number of bytes for articles injected each day. A single
be randomly distributed to all servers. One possible gseer is assumed.
lution may be to make use of recent work that enables
a Chord ring to be organized into subrings such that a
lookup could be targeted at an item’s successor in a givgn. Analysis model
subset of nodes [11]. Subrings could be used so that stor-
age for content such as adult material would be limitédie resource usage of a UsenetDHT server depends on
to a single subring: lookups for articles in adult group§e behavior of readers; we parameterize our analysis
would be confined within the subring. We have not fullpased on a simplistic model of the input rate to the

investigated this solution, but plan to do so in the futuresystem and estimated readership. kbebe the num-
ber of servers in the system. Letrepresent the aver-

A different challenge is effectively filtering spam; theyge number of articles injected into the system per sec-
previous solution would not work since spam appearsdid. Correspondingly, léft represent the average num-
all newsgroups. In total, the use of UsenetDHT shoulgh, of bytes injected per second. For example, based
reduce the storage impact of spam since each spam ng@Srecent statistics from a well-connected news server
sage will only be stored once. However, admi”iStratO(fﬁewsfeed.wirehub.nI ), a ~ 77 articles per sec-
will still want to reduce the presence of spam in newgng andbs ~ 21 MB per second. Statistics from other
group indices — naively, any node wishing to do thigrge news servers are similar. When we examine the stor-
would have to retrieve every complete article to determige requirements of a UsenetDHT server it will be conve-
if it is spam. This approach would lose all the bandwidtkient to consider data stored per day: we will wiitéor
benefits of UsenetDHT. Fortunately, existing techniqu@e total number of articles injected on average each day

such as spam cancellation can still work in UsenetDHE — 864004) andb for total bytes injected per day.
— a small number of sites determine what messages ar;

. X . o0 model the readership patterns of Usenet, we intro-
spam (or are otherwise undesirable) and publish cangg PP

Other sit th | er, the average percentage of unique articles read
Messages. €r Sites process e cancel Messages (0o Unfortunately, few studies have been done to
ter out spam locally. Sites would continue to filter loc

st ; ¢ inating locall I easure how many articles are actually read on different
postS 1o prevent spam from originating focally as Well. gapyers. |n 1998, Saitet al. observed that roughly 36%

of all incoming articles were read on the server at Com-

) paq [15]. Today, because of large traffic volume, many

4 Evaluation networks outsource their news service to large, well-
connected providers, such as GigaNews. Byte-transfer

We have imp|emented a prototype UsenetDHT server tﬁ@ustlcs for the month of \]anuary 2004 from a small ISP
can accept small news feeds, insert articles into the DHA&RAt outsources news service to GigaNews suggest that the
DHT [4], and make them available to clients. HowevelSP’s approximately 5000 customers read approximately
the system has yet to be tested with a full feed. In thigo of the total monthly news. In fact, the trends from
Section, we quantify the potentia| bandwidth and Std:hat ISP show that the number of bytes downloaded has
age requirements of a UsenetDHT server compared téegnained relatively constant around 300 GB per month
Usenet server based on available statistics about the Q¥er the past year. This may mean thawill decrease
rent Usenet. We also describe what performance we @¥er time if the growth of Usenet remains exponential.
quire from the underlying DHT. We hope that a future de- For the purposes of this analysis, we will treat these pa-
ployment of our implementation running on the PlanetLabmeters as constants, though of course, they will change
test bed will verify these calculations experimentally. over time.



4.2 Storage requests by local readers. If the average actual fraction of

i . ad articles is, each server will require roughty bytes
UsenetDHT reduces system-wide storage by storing aFﬁer second of downstream bandwidth. In addition, each

cles once in the DHT instead of copying them to each sits! S€ X ) )
The storage requirements of a node are proportional to gedi)'rsézgﬁ';igcﬁg re?]gé\;]ect:r?ehse%orl]edr and I?)Ht-:-a énfzrrma-
amount of data in the system and the replication overhesd' icle, whi P a bytes p

of the underlying DHT and inversely proportional to th%econd. };TS ?eader overheda}d rr:a{hneed tohbedml;mplled
number of participating servers. y a small factor, corresponding to the overhead of com-

. municating with multiple peers.
We assume that UsenetDHT is based on a low-overhea 9 piep . .
oo . . L server must also send data it stores in its role as part
DHT that maintains and replicates data with a replicatio
. : of the DHT. As we showed above, each server requésts
factor of 2 using some sort of erasure coding to ensure, ) .
. - . . tes per second from the DHT. This load will be spread
high availability. This assumption means that the syste . -
. . out over alln servers. Correspondingly, each participat-
receives2b bytes of new article data each second. This :
. ) . Ing server must sench/n bytes per second to satisfy read
load is spread out over all servers in the system in-

) . L requests from each other server in the system. Thus, in
stead of being replicated at all hosts, resulting in an OVEE reqate. each site must haweovies per second of Up-
all per-host load that i2/n times the load of traditional ggregate, yres p P

SR stream bandwidth. Additionally, each site must have suf-
Usenet. If the number of servers participating in Usenét-. . o :
. . ficient upstream bandwidth to inject locally-authored arti-
DHT increases and the number of articles posted remaifs .
cle%mto the system.

constant, each server must bear less load. Because eag\ Usenet server's wide-area bandwidth requirements

server must dedicate a factor ofless storage, Usenet-, : ) .

. : .....are equal simply to the size of the feed it serves. In our
DHT should allow articles to be retained longer within . . . .
the system notation, a Usenet server is required to rédulytes per

: . . s?cond from the network.
There is also a small incremental cost required for loca

indexing. Suppose that each article requires about 32 DHT performance

bytes to store the overview data, which includes articig,e pHT used by UsenetDHT must provide sufficient
author, subject, message-id, date, and references headgsst and write performance to support the aggregate load
This data adds an additiorial 2a bytes per day to the costyp, the system. Because the news servers themselves will
of supporting a full feed. In early 2004, this correspong§ym the DHT, we expect that the membership of the DHT
to approximately 3.2 GB daily, which is barely 0.1% ofjj| pe stable (more stable than, for instance, the mem-
the total data stored daily. bership of the Gnutella network). A stable membership
Sites must also provide some storage space for cachifgkes it easier for the DHT to provide highly reliable stor-
locally read articles. The sizing and effectiveness of trg@e 2.
cache is dependent on the size of the reader populatioRecent DHTs have demonstrated performance scaling
and the diversity of articles that they retrieve. properties that suggest they can meet the demands of
The total daily storage requirement for a UsenetDHJsenetDHT [5]. An improved version of the DHash DHT
server is2b/n + C + 512a whereC'is the size of the can locate and download an 8K block in approximately
server’s article cache. This differs from the cost of a tradiooms when run on the PlanetLab test bed [14]. The read
tional Usenet server by roughly a factordfn. A Usenet |atency of the DHT will be visible to end-users when they
server requires + 512a bytes of storage daily. request an uncached article: reading a small text article re-
. quires the DHT to perform a single block download. The
4.3 Bandwidth time required by the DHT to perform the fetch is likely to
UsenetDHT servers save bandwidth by not downloadibg significantly higher than the time to perform a similar
articles that are never going to be read at their site. Usperation on a local server. This delay can be partially
like Usenet, the bandwidth used by a UsenetDHT servemgsked by pre-fetching articles in a newsgroup when the
proportional to readership, not to the volume of the fe@ldexing information is requested but before they are ac-
the server carries. In this evaluation, we are only intatially read. We believe that the bandwidth and storage
ested in wide-area data transfer. When comparing Usenglvings of UsenetDHT are worth the delay imposed by
DHT'’s bandwidth requirements to Usenet, we will nathe DHT.
consider the cost of sending articles to readers for UseneThe throughput requirement for a UsenetDHT node is
servers since these readers are likely to be on the sameThus, a full-feed deployment with = 0.01 in early
network as the server. 2004 would require that each DHT node provid® KB/s
Servers must download articles from the DHT to satisff symmetric bandwidth. A node participating in the



DHash DHT and located at MIT was able to read datastatus, and the anonymous reviewers and the members of
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