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Today 
• Parsing in Coq


- RockSalt [PLDI ’12]

- LeapFrog [PLDI ’22]


• Symbolic bisimulations

• Bisimulations “up-to”



RockSalt





Context: Software Fault Isolation (SFI)
Idea:  use an 
inlined reference 
monitor (IRM) to 
enforce safety 
properties for low-
level code

Challenge: how to 
specify and parse 
x86 in a declarative  
way?
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Parsing via Grammars



Example: Parsing CALL instructions



Semantics of Grammars

Quiz: can you write down the semantics of Map f g and Star g?



Semantics of Grammars



Derivative Specification
Quiz: what should the specification for the 

(semantic) derivative operation be?



Derivative Specification
Quiz: what should the specification for the 

(semantic) derivative operation be?



Derivative



Nullable



Extraction



Smart Constructors

(Aside: these are all theorems in Kleene Algebra)



Leapfrog
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egress_spec 0x002
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2. Transform 
Make forwarding decision, compute outputs
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Network Acceleration
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00000001 00000011 00000000 00000011 
00000001 10101010 10111011 01010000 
01100101 01110100 01110010 00110100 
00100000 01101001 01110011 00100000 
01100001 01110111 01100101 01110011 
01101111 01101101 01100101 00100001

1. Parse 
Extract typed representation of packet data

2. Transform 
Make forwarding decision, compute outputs

3. Deparse 
Map packet back into binary representation



    : Programming Packet Processing Pipelines

18

Really three languages for parsing, configurable processing, 
and deparsing glued together.

Interesting bits are state machines and match-action tables.
 action set_port(inout bit<8> p) { 
   meta.port = p; 
 } 
 action nop() { } 
 table fwd_eth { 
   key = { hdr.eth.dst : exact; } 
   actions = { set_port; nop; } 
   default_action = nop(); 
 }

state start { 
  pkt.extract(hdr.eth); 
  transition select(hdr.eth.typ) { 
    0x0800: parse_ip; 
    default: accept; 
  } 
} 
state parse_ip { ... } 



Security Implications

Protocol wire formats should be parsed in the same way by all network devices.

19

https://www.cs.dartmouth.edu/~sergey/langsec/occupy/

 

😶🌫

https://www.cs.dartmouth.edu/~sergey/langsec/occupy/
http://bugmeals.net
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💣

Protocol wire formats should be parsed in the same way by all network devices.

Security Implications

https://www.cs.dartmouth.edu/~sergey/langsec/occupy/
https://www.cs.dartmouth.edu/~sergey/langsec/occupy/
http://bugmeals.net


P4 Optimization is Not Optional

21

“A 64 x 10Gb/s Ethernet switch must 
parse one billion packets per second”  

[Gibb et al. 2013]

“Unlike register allocation, there is no 
option to spill to memory...”  

[Jose et al. 2015]   

Precise throughput requirements

Non-negotiable resource limits



Equivalence in P4 compilation

Your P4 programs should parse 
the same way, ideally according 
to an RFC or spec.


The P4 compiler should preserve 
parser behavior even as it 
optimizes them for throughput 
and resource usage.

22

src.p4 src2.p4
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and resource usage.



Equivalence in P4 compilation
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opt.p4

p4c

src.p4 src2.p4

opt2.p4

p4c

≈Your P4 programs should parse 
the same way, ideally according 
to an RFC or spec.


The P4 compiler should preserve 
parser behavior even as it 
optimizes them for throughput 
and resource usage.



Proving Equivalence for Parsers
Useful when verifying hand-optimized code

{P} q {Q} ⊢ p ≡ q
{P} p {Q}

REWRITE

Useful for translation validation
let q := opt p in 
if        then Ok(q) 
else Err "miscompiled -___-"

⊢ p ≡ q



Example: Parsing MPLS

26

extract(mpls, 32)

q1

extract(udp, 64)

q2

mpls[23]==1mpls[23]==0

To implement a parser in P4, programmers 
write state machines like this one.

35 FD 00 9D 12 58 01 70  
91 D1 A5 94 29 DA FA 7B

mpls = 00 00 00 00  
 udp = 00 00 00 00 00 00 00 00

Packet

Store



Parsing MPLS with a P4 Automaton
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Parsing MPLS with a P4 Automaton
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extract(mpls, 32)

q1

extract(udp, 64)

q2

mpls[23]==1mpls[23]==0

To implement a parser in P4, programmers 
write state machines like this one.

mpls = 12 58 01 70  
 udp = 91 D1 A5 94 29 DA FA 7B
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extract(mpls, 32)

q1

extract(udp, 64)

q2

mpls[23]==0 mpls[23]==1

extract(old, 32);
extract(new, 32)

q3

extract(udp, 64)

old[23]==0 &&
new[23]==0

old[23]==1old[23]==0 &&
new[23]==1

extract(tmp, 32);
udp := new ++ tmp

q5q4

Loop Unrolling Optimization

p4c
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extract(mpls, 32)

q1

extract(udp, 64)

q2

mpls[23]==0 mpls[23]==1

extract(old, 32);
extract(new, 32)

q3

extract(udp, 64)

old[23]==0 &&
new[23]==0

old[23]==1old[23]==0 &&
new[23]==1

extract(tmp, 32);
udp := new ++ tmp

q5q4

Translation Validation

≈
Leapfrog



Leapfrog

34

•Symbolic bisimulations


•Algorithm for finding 
symbolic bisimulations 


•Bisimulations with leaps


•More optimizations (see 
paper)

P4 Automata (P4A) Algorithm

•Syntax


•Semantics


•Equivalence

Coq Implementation

•Semi-decision procedure


•Coq certificates of 
equivalence


•SMT interface


•Evaluation on a range of 
examples

A ≈ B
q1

q2



P4A: Syntax

35

extract(mpls, 32)

q1

extract(udp, 64)

q2

mpls[23]==0

mpls[23]==1



P4A: Syntax
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P4A: Syntax
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extract(mpls, 32)

q1

extract(udp, 64)

q2

mpls[23]==0

mpls[23]==1



P4A: Syntax
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extract(mpls, 32)

q1

extract(udp, 64)

q2

mpls[23]==0

mpls[23]==1



Anatomy of a P4A
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extract(mpls, 32)

q1

extract(udp, 64)

q2

mpls[23]==0 mpls[23]==1
States qi ∈ Q

 state𝖺𝖼𝖼𝖾𝗉𝗍

 state𝗋𝖾𝗃𝖾𝖼𝗍



Anatomy of a State
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extract(mpls, 32)

q1

q2

mpls[23]==0 mpls[23]==1Operation op(q1)

Transitions tz(qi)



Semantics

41

P4A are really flowchart programs, not automata.


A finite automaton has


• , a finite set of configurations


• , a set of accepting ("final") configurations


• , a transition function

C

F ⊆ C

δ : C × {0,1} → C



Automata Semantics: Configurations

42

q1

mpls = ...  
udp  = ...

0110110011

A configuration is a tuple  with


• A state   


• A store 


• A buffer  with .

⟨q, s, w⟩

q ∈ Q ∪ {𝖺𝖼𝖼𝖾𝗉𝗍, 𝗋𝖾𝗃𝖾𝖼𝗍}

s ∈ S

w ∈ {0,1}* |w | < |op(q) |



Automata Semantics: Configurations
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q1

mpls = ...  
udp  = ...

0110110011

q1

mpls = ...  
udp  = ...

The final configurations are 
.F = {⟨q, s, ϵ⟩ : q = 𝖺𝖼𝖼𝖾𝗉𝗍}

A configuration is a tuple  with


• A state   


• A store 


• A buffer  with .

⟨q, s, w⟩

q ∈ Q ∪ {𝖺𝖼𝖼𝖾𝗉𝗍, 𝗋𝖾𝗃𝖾𝖼𝗍}

s ∈ S

w ∈ {0,1}* |w | < |op(q) |



Steps
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q

mpls =  
udp  = 

x
y

q

mpls =  
udp  = 

x
y

Terminal ( )𝖺𝖼𝖼𝖾𝗉𝗍

Terminal ( )𝗋𝖾𝗃𝖾𝖼𝗍

Defining a total function .δ : C × {0,1} → C



Steps

45

q

mpls =  
udp  = 

x
y q

mpls =  
udp  = 

x
y1

q

mpls =  
udp  = 

x
y q′￼

mpls =  
udp  = 

x
y1

Terminal ( )𝖺𝖼𝖼𝖾𝗉𝗍

Terminal ( )𝗋𝖾𝗃𝖾𝖼𝗍

Defining a total function .δ : C × {0,1} → C



Steps
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q

mpls =  
udp  = 

x
y

w

Buffering
|w | + 1 < |op(q) |

Defining a total function .δ : C × {0,1} → C



Steps
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q

mpls =  
udp  = 

x
y

w
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mpls =  
udp  = 
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Buffering
|w | + 1 < |op(q) |

Defining a total function .δ : C × {0,1} → C
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Defining a total function .δ : C × {0,1} → C
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q

mpls =  
udp  = 

x
y

w

q

mpls =  
udp  = 

x
y

w1

1

q

mpls =  
udp  = 

x
y

w

1

Buffering

State Change

s′￼ = op(q)(s, w1)
q′￼ = tz(q)(s′￼)

|w | + 1 < |op(q) |

|w | + 1 = |op(q) |

Defining a total function .δ : C × {0,1} → C



Steps
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q

mpls =  
udp  = 

x
y

w

q

mpls =  
udp  = 

x
y

w1

1

q

mpls =  
udp  = 

x
y

w
q′￼

mpls =  
udp  = 

x′￼

y′￼1

Buffering

State Change

s′￼ = op(q)(s, w1)
q′￼ = tz(q)(s′￼)

|w | + 1 < |op(q) |

|w | + 1 = |op(q) |

Defining a total function .δ : C × {0,1} → C



Defining Equivalence
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⚠ We’ll stick to language equivalence, not full program equivalence.


So: view P4A  as DFAs and decide


                                         .

P, Q

LP(𝗌𝗍𝖺𝗋𝗍) = LQ(𝗌𝗍𝖺𝗋𝗍)



R

Proving Equivalence: Bisimilarity

52

⟨c1, c2⟩
⟨δ(c1,0), δ(c2,0)⟩

⟨δ(c1,1), δ(c2,1)⟩

 is a bisimulation if it's 


• closed under steps


• only relates final configs to other 
final configs.


If  relates two configs, then they 
are language equivalent.

R ⊆ C × C

R

(product state space)



R

Constructing a Bisimulation from Below
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⟨𝗌𝗍𝖺𝗋𝗍, 𝗌𝗍𝖺𝗋𝗍⟩
⟨δ(c1,0), δ(c2,0)⟩

⟨δ(c1,1), δ(c2,1)⟩

Begin with , the set of pairs of 
initial states.


Close  under parallel steps.


This produces the least bisimulation.

R = I

R



R

Constructing a Bisimulation from Below
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⟨𝗌𝗍𝖺𝗋𝗍, 𝗌𝗍𝖺𝗋𝗍⟩Begin with , the set of pairs of 
initial states.


Close  under parallel steps.


This produces the least bisimulation.

R = I

R



Constructing a Bisimulation from Below
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⟨𝗌𝗍𝖺𝗋𝗍, 𝗌𝗍𝖺𝗋𝗍⟩Begin with , the set of pairs of 
initial states.


Close  under parallel steps.


This produces the least bisimulation.

R = I

R
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☠
☠

Constructing a Bisimulation From Above

Set 


Search backwards through the 
transition system until S is closed 
under backward steps.


The complement  is the 
greatest bisimulation.

S = (F × Fc) ∪ (Fc × F)

R = Sc
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☠
☠

Constructing a Bisimulation From Above

R
Set 


Search backwards through the 
transition system until S is closed 
under backward steps.


The complement  is the 
greatest bisimulation.

S = (F × Fc) ∪ (Fc × F)

R = Sc

☠
☠

R
⟨𝗌𝗍𝖺𝗋𝗍, 𝗌𝗍𝖺𝗋𝗍⟩

☠
☠

👍

R
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☠
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Constructing a Bisimulation From Above

R
Set 


Search backwards through the 
transition system until S is closed 
under backward steps.


The complement  is the 
greatest bisimulation.

S = (F × Fc) ∪ (Fc × F)

R = Sc

☠
☠

R
⟨𝗌𝗍𝖺𝗋𝗍, 𝗌𝗍𝖺𝗋𝗍⟩

☠
☠

👍
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☠
☠

Constructing a Bisimulation From Above

R
☠
☠

R
⟨𝗌𝗍𝖺𝗋𝗍, 𝗌𝗍𝖺𝗋𝗍⟩

☠
☠

👍

R

There are  config pairs 
for the MPLS+UDP example!


The concrete algorithm


• Represents  as a 
concrete set of pairs.


• Searches that space one 
step at a time.

2128

S😨

😱
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☠
☠

Constructing a Symbolic Bisimulation

R
Use symbolic relations 

.


Instead of backward steps, 
compute weakest preconditions.


At the end,  is the 
greatest bisimulation.

S = φ1 ∨ φ2 ∨ … ∨ φN

R = ¬S
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☠
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R
Use symbolic relations 
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Instead of backward steps, 
compute weakest preconditions.


At the end,  is the 
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☠

R
☠
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☠
☠

Constructing a Symbolic Bisimulation

R
Use symbolic relations 

.


Instead of backward steps, 
compute weakest preconditions.


At the end,  is the 
greatest bisimulation.

S = φ1 ∨ φ2 ∨ … ∨ φN

R = ¬S
☠

R
☠
☠
☠
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☠
☠

Constructing a Symbolic Bisimulation

R
Use symbolic relations 

.


Instead of backward steps, 
compute weakest preconditions.


At the end,  is the 
greatest bisimulation.

S = φ1 ∨ φ2 ∨ … ∨ φN

R = ¬S
☠

R
☠
☠
☠

R
☠
☠

I 👍

R
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The Need for Leaps

extract(hdr,224)

q3

extract(ip,160)

q1

extract(udp,64)

q2

𝖺𝖼𝖼𝖾𝗉𝗍< ∧ 0< ∧ 𝖺𝖼𝖼𝖾𝗉𝗍> ∧ 0>
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q<
2

∧ 63< ∧ q>
3

∧ 223>
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The Need for Leaps
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q3
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The Need for Leaps

extract(hdr,224)

q3

extract(ip,160)

q1

extract(udp,64)

q2

𝖺𝖼𝖼𝖾𝗉𝗍< ∧ 0< ∧ 𝖺𝖼𝖼𝖾𝗉𝗍> ∧ 0>
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2
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3
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The Need for Leaps

extract(hdr,224)

q3

extract(ip,160)

q1

extract(udp,64)

q2

𝖺𝖼𝖼𝖾𝗉𝗍< ∧ 0< ∧ 𝖺𝖼𝖼𝖾𝗉𝗍> ∧ 0>

64 iterations later...
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The Need for Leaps

extract(hdr,224)

q3

extract(ip,160)

q1

extract(udp,64)

q2

𝖺𝖼𝖼𝖾𝗉𝗍< ∧ 0< ∧ 𝖺𝖼𝖼𝖾𝗉𝗍> ∧ 0>

q<
2

∧ 0< ∧ q>
3

∧ 160>



Accelerating WP
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Quiz: ideas for making this faster?



Solution: Leaps 

73

Just 1 WP leap over extract(udp, 64)



Leaps

74



Bisimulations with Leaps

75

Sound and complete as an instance of the coalgebraic technique of 
bisimulation up to (here, up to leaps).



Leaps
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extract(hdr,224)

q3

extract(ip,160)

q1

extract(udp,64)

q2

𝖺𝖼𝖼𝖾𝗉𝗍< ∧ 0< ∧ 𝖺𝖼𝖼𝖾𝗉𝗍> ∧ 0>



Leaps
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extract(hdr,224)

q3

extract(ip,160)

q1

extract(udp,64)

q2

𝖺𝖼𝖼𝖾𝗉𝗍< ∧ 0< ∧ 𝖺𝖼𝖼𝖾𝗉𝗍> ∧ 0>

q<
2

∧ 0< ∧ q>
3

∧ 160>



Leaps
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extract(hdr,224)

q3

extract(ip,160)

q1

extract(udp,64)

q2

𝖺𝖼𝖼𝖾𝗉𝗍< ∧ 0< ∧ 𝖺𝖼𝖼𝖾𝗉𝗍> ∧ 0>

q<
2

∧ 0< ∧ q>
3

∧ 160>

q<
1 ∧ 0< ∧ q>

3 ∧ 0>



79

☠
☠

I 👍

R

Reachability Analysis
Problem: The WP operator 
is way too precise!
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☠
☠

I 👍

R

Reachability Analysis
Problem: The WP operator 
is way too precise!

Solution: Over-approximate 
the reachable state space 
and stop searching when 
you reach that boundary.

Gives you an intermediate 
bisimulation instead of the 
greatest bisimulation.



Implementation
• ~11k lines of Coq, ~1k lines of OCaml


• Library of P4A syntax and semantics


• Push-button tactic interface


• Coq plugin for invoking Z3/CVC4


• Logic for verification conditions + 
verified lowering to theory of 
bitvectors 

• Soundness proofs for all optimizations
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Coq Implementation
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Case study: parser-gen [Gibb et al. 2013]
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parser-gen

Match: ([ff, 00, 00, ff, ff, 00, 00, 00, 00], [00, 00, 00, 08, 00, 00, 00, 00, 00])  Next-State: 3/255   Adv:  14  Next-Lookup: [0, 0, 0, 0]
Match: ([ff, 00, 00, ff, ff, 00, 00, 00, 00], [00, 00, 00, 88, 47, 00, 00, 00, 00])  Next-State: 4/255   Adv:  16  Next-Lookup: [0, 2, 4, 6]
Match: ([ff, 01, 00, 00, 00, 01, 00, f0, 00], [04, 00, 00, 00, 00, 01, 00, 00, 00])  Next-State: 1/255   Adv:   6  Next-Lookup: [0, 0, 0, 0]
Match: ([ff, 01, 00, f0, 00, 00, 00, 00, 00], [04, 01, 00, 00, 00, 00, 00, 00, 00])  Next-State: 1/255   Adv:   2  Next-Lookup: [0, 0, 0, 0]
...
Match: ([ff, 00, 00, 00, 00, 00, 00, 00, 00], [04, 00, 00, 00, 00, 00, 00, 00, 00])  Next-State: 255/255 Adv:  2   Next-Lookup: [0, 0, 0, 0]
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parser-gen Back-translation

Match: ([ff, 00, 00, ff, ff, 00, 00, 00, 00], [00, 00, 00, 08, 00, 00, 00, 00, 00])  Next-State: 3/255   Adv:  14  Next-Lookup: [0, 0, 0, 0]
Match: ([ff, 00, 00, ff, ff, 00, 00, 00, 00], [00, 00, 00, 88, 47, 00, 00, 00, 00])  Next-State: 4/255   Adv:  16  Next-Lookup: [0, 2, 4, 6]
Match: ([ff, 01, 00, 00, 00, 01, 00, f0, 00], [04, 00, 00, 00, 00, 01, 00, 00, 00])  Next-State: 1/255   Adv:   6  Next-Lookup: [0, 0, 0, 0]
Match: ([ff, 01, 00, f0, 00, 00, 00, 00, 00], [04, 01, 00, 00, 00, 00, 00, 00, 00])  Next-State: 1/255   Adv:   2  Next-Lookup: [0, 0, 0, 0]
...
Match: ([ff, 00, 00, 00, 00, 00, 00, 00, 00], [04, 00, 00, 00, 00, 00, 00, 00, 00])  Next-State: 255/255 Adv:  2   Next-Lookup: [0, 0, 0, 0]
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parser-gen Back-translation

≈
Leapfrog

Match: ([ff, 00, 00, ff, ff, 00, 00, 00, 00], [00, 00, 00, 08, 00, 00, 00, 00, 00])  Next-State: 3/255   Adv:  14  Next-Lookup: [0, 0, 0, 0]
Match: ([ff, 00, 00, ff, ff, 00, 00, 00, 00], [00, 00, 00, 88, 47, 00, 00, 00, 00])  Next-State: 4/255   Adv:  16  Next-Lookup: [0, 2, 4, 6]
Match: ([ff, 01, 00, 00, 00, 01, 00, f0, 00], [04, 00, 00, 00, 00, 01, 00, 00, 00])  Next-State: 1/255   Adv:   6  Next-Lookup: [0, 0, 0, 0]
Match: ([ff, 01, 00, f0, 00, 00, 00, 00, 00], [04, 01, 00, 00, 00, 00, 00, 00, 00])  Next-State: 1/255   Adv:   2  Next-Lookup: [0, 0, 0, 0]
...
Match: ([ff, 00, 00, 00, 00, 00, 00, 00, 00], [04, 00, 00, 00, 00, 00, 00, 00, 00])  Next-State: 255/255 Adv:  2   Next-Lookup: [0, 0, 0, 0]


