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History Lesson...

The New Status Quo: Advanced Attacks

Cyber-espionage & Cybercrime

Advanced Persistent Threats
Lero-day
Targeted attacks
Dynamic Trojans

Cybercrime Stealth Bots

Damage of Attacks

Disruption Spyware/Bots

>

2004 2006 2008 2010 O FireEye

Copyright (c) 2013, FireEye, Inc. All rights reserved.




Why did this happen?

Security Usability

http://jnd.org/dn.mss/when_security gets in_the way.html <()‘<5FireEye‘”
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Defense has been losing...

* Write secure code from the start

« Patch as quickly as possible

 Try to proactively identify vulnerabilities (fuzzing)

« Audit code quality (after the fact)

 Validate code/communication reputation/provenance

 Employ bad code signatures

« Learn more about who is attacking us

s
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Old Assumption

J Writa secl
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v * Ty tc[ Pros We could detect and block these
. Audil code attacks before they succeed.
. Valid"ate cq

» Learn more about who is attacking us ]
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New Assumption

Assume the attackers succeed and the
infrastructure is already compromised.

A

u » Learn more about who is attacking us J
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The epiphany in sum...

* 1990s-2000s: e 2000s-2010s:

— What does this bad — Who is attacking
code have in us?
common? Wh th

— Can we profile and -y aref I?ey
detect bad code? successiul:

— How can we prevent — How often do they
bad code from change tactics?
propagating? — What do they want?

—Focus: It is a code — Focus: ltis a
problem. human problem.

Ref: Reflections on Trusting Trust — Ken Thompson é‘o) FireEye




What is Threat Intelligence?

A mix of:

— Computer science

— Software engineering
— Information security
— Intelligence analysis
— Malware analysis

— Reverse engineering
— Risk analysis

— Statistics Remediation
— Criminal Psychology

Threat
Intelligence

A\ 4 A\ 4
= -

Detection

Incident
Response
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Advanced Persistent Threat (APT) Actors
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Spectrum of State Responsibility

1. State-prohibited. The national government will
help stop the third-party attack.

2. State-prohibited-but-inadequate. The national
government is cooperative but unable to stop the
third-party attack.

3. State-ignored. The national government knows
about the third-party attacks but is unwilling to
take any official action.

4. State-encouraged. Third parties control and
conduct the attack, but the national government
encourages them as a matter of policy.

5. State-shaped. Third parties control and conduct
the attack, but the state provides some support.

Ref: Jason Healey's concept of a "Spectrum of State Responsibility” <c)'o) FireEye




Spectrum of State Responsibility

6. State-coordinated. The national government
coordinates third-party attackers such as by
“suggesting’ operational details.

/. State-ordered. The national government directs
third-party proxies to conduct the attack on its behalf.

8. State-rogue-conducted. Out-of-control elements of
cyber forces of the national government conduct the
attack.

9. State-executed. The national government conducts
the attack using cyber forces under their direct
control.

10. State-integrated. The national government attacks
using integrated third-party proxies and government
cyber forces.

Ref: Jason Healey's concept of a "Spectrum of State Responsibility” <c)'o) FireEye
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Crux: Classic Asymmetric Warfare

« Can’t defend everything, all the time
« Defenders need to succeed every time
* Attackers only need to succeed once

-~
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Sounds bad, right?

 Well, attackers are human, also

* They sometimes make mistakes
(surprised?)

* Despite media hype, their operations are
conducted similar to a business

* They use the least sophisticated methods
to accomplish their mission objectives

* Why?

)
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K.1.S.S. Principle — Applies to Attackers, Too

 Complex attacks are harder to detect

« But complexity makes the attack more
costly to develop/test

« Complexity also can make it easier to
identify portions of the attack

— Why do we not see more attackers using
proper SSL comms? (Hint: How costly is it to
implement PKI?)

— Why is there not more signed malware”?
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1

Phishing and
Zero Day
Attack

A handful of
users are
fargefed by two
phishing attacks;
one user opens
Zero day
payload
(CVE-02011-0609)

2

Back Door

The user machine
is accessed
remoftely by
Poison Ivy tool

K

Lateral
Movement

Aftacker
elevates access
to important
user, service and

admin accounts,

and specific
systems

Example Attacker/APT Playbook

4

Data
Gathering

Data is acquired
from target
servers and
staged for
exfiltration

)

Exfiltrate

Data is exfiltrated
via encrypted
files over ftp fo
external, com-
promised
machine at a
hosting provider

Next-generation threats like the RSA attack use successive inbound and outbound stages
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Spectrum of Frequent Advanced Attacks
For 2012/2013

Mass Website Watering Hole Attacks

Compromises » Compromised site specific to

+ Exploit toolkits AR EniE]
+ 0-day exploits (rare) * 0-day exploits more common

+ Sophisticated crimeware * Frequently nation state driven

1000+ Victims
(Easlest to Detect)

Copyright (c) 2013, FireEye, Inc. All rights reserved.

Weaponized Email
Attachments

» Common file formats

* Legit work product presented
(decoy)

* Preferred by nation states

-v 2012 15:257
"ae.seul@ymail.com
Media Reception
.whitney@aol.com;gendsen@wa

11,
President Barack Obama has won
will be hosting a media recept
'k forward to your presence anc
ou and thus make this event a
= information, please visit
~d.ussal.net/bulletin/207

o this invitar?

Malicious URLSs in Email
(Spearphish)

+ Exploits specific to target
environment

* Only exploit if visited from
target network(s)

+ Use existing trust relationships

~1-2 Victims
(Hardest to Détect)
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Watering Hole / Strategic Web Compromise
CFR Attack (CVE-2012-4792)

)
.@39

/=
Dynamic DNS . B \
Command/ControI“ X0 i B
provide.yourtrap.com 0x83) /
r

http://www.fireeye.com/blog/technical/malware-research/2012/12/council-foreign-relations-water-

)
hole-attack-details.html @ Fire Eye
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Watering Hole / Strategic Web Compromise

CFR Attack (CVE-2012-4792)

cfr.org
3 .
Different -
| |IL|::>aUcT(d Platform Detection
5_] Flows Eﬂik
. Exploit
& "
8
Dynamic DNS“
Command/Control
provide.yourtrap.com I—!
mage

http://www.fireeye.com/blog/technical/malware-research/2012/12/council-foreign-relations-water-

)
hole-attack-details.html @ Fire Eye
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OPERATION EPHEMERAL HYDRA
Watering Hole Attack

- O

e 0

S)@D)(e o Nebsite v
Newsletter A

Valid Link ......... Nackens
< >

Information|
Gathering

< >

EXPLOITATION

CNC

111.68.9.93

POST /2 HTTP/1.1
User-Agent: lynx

EVASION | -
. Host: 111.68.9.93:443
Diskless 9002 RAT Content-Length: 104

Connection: Keep-Alive
Cache-Control: no-cache

wUeARsFHgCrBR4AgQwUeARshVkQr—
BR4AgwW
UeARsFHgCrBR4AqwUeAKsFHg-

G)O') FireEye Biog \
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Email Attack
Operation Beebus

Key Attack Characteristics

Nation state driven attack using multiple vectors & files in campaigns spread over 2 years
Exploits known vulnerabilities in several Adobe products such as Reader and Flash Player
Targeted attacks - each campaign tried to compromise few specific individuals

Obfuscated callback communications to hide exfiltrated data

Copyright (c) 2013, FireEye, Inc. All rights reserved.




How can we defend against these attacks?

 Remember: Most attackers make
mistakes, yes even APT. They like to
reuse certain tactics/methods.

* Psych: Humans are creatures of habit.
* We have limited resources for defense.

« Key: Align your defenses to best match
attackers’ common tactics.

 Goal: Can’t "win”, but can force stalemate.

)
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How do we accomplish this?

* Collect as much intel for each attack
— Indicators of Compromise (I0C)
» Correlate related attacks by identifying

common tools, techniques, and procedures
(TTPs) across multiple attacks

— Pivot on |IOCs to identify overlap
(e.g., IP->DNS->IP)

* Threat actors reuse multiple TTPs/attack
Infrastructures

* And they evolve their methods fairly slowly

)
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Map 10Cs to Standard “Kill Chain”/Playbook

Phase Indicators

[Recipient List)
Reconnaissance Benign File: tcnom.pdf
Weaponization Trivial encryption algorithm: Key 1

dn...etto@yahoo.com
Downstream |P: 60.abc.xyz.215

Delivery Subject: AIAA Technical Committees
[Email body]
CVE-2009-0658
Exploitation [shellcode]

C\..\fssm32.exe

Installation C\..\IEUpd.exe
C\..MEXPLORE.hlp

c2 202.abc.xyz.7
[HTTP request]
Actions on Objectives N/A

http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/
documents/LM-White-Paper-Intel-Driven-Defense.pdf <© FireEye
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Diamond Model of Intrusion Analysis:

How we connect the dots...

Meta-Features
Timestamp
Phase
Result
Direction
Methodology
Resources

Adversary (Threat Actor/Group)

Infrastructure Capability
(Infection / (TTP)
Callback)

Victim
http://Iwww.activeresponse.org/wp-content/uploads/2013/07/ .
diamond.pdf <© FireEye
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Simplified Methodology

Adversary

(5) IP address
ownership
details reveal

adversary
(2) Malware
contains C2
n domain
Infrastructure Capability

(3) C2 Domain
resolves to C2
IP address

(4) Firewall logs
reveal further
victims contacting
C2 |P address

(1) Victim
discovers
malware

Victim

Eye
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The Big Picture (Simplified)

Nation
State

Military Intel Group
Group #1 #2

— -— |

1
Contractor Contractor Contractor
1

1 1
‘ TTP 2 ‘ TTP3 ‘ TTP 4 ‘ TTP 5 ‘ TTP 6

Target: Energy Sector Target: Finance Target: Legal
e Spring/Summer: TTP2  Sector * Always:

« Fall: TTP1 * Spring/Summer: TTP6
 Winter: TTP3 TTP4

« Fall/Winter : TTP5
<© FireEye
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What Actually Matters

Focus on (Actor, TTP) Mappings

1
Contractor Contractor Contractor
A I

1 1
‘ TTP 2 ‘ TTP3 ‘ TTP 4 ‘ TTP 5 ‘ TTP 6

Target: Energy Sector Target: Finance Target: Legal
e Spring/Summer: TTP2  Sector * Always:

« Fall: TTP1 * Spring/Summer: TTP6
 Winter: TTP3 TTP4

« Fall/Winter : TTP5
<© FireEye
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Defender’s Playbook

(Custom Per Actor/Group’s Collection of TTPs)

Detect Deny Disrupt Degrade Deceive Destroy
Web Policy to Create fake
Reconnaissance Analytics Prevent S
Forum Use P g
Weaponization
NIDS, Email AV Email re: lI:Jenrdb::th
Delivery Sho Scannin Queuin ouzof-oﬁice
Education B B
message
Exploitation HIDS Patch DEP
Installation
HTTP HTTP
c2 e Whitelist S Throttling
Action on Proxy ) HTTP
Objectives Detection | FIrewall ACL [ NIPS Throttling Honeypot

Copyright (c) 2013, FireEye, Inc. All rights reserved.
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Analysts’ Hierarchy of Needs

Tools, Techniques
Procedures (TTPs)

Indicators of
Compromise (I0Cs)

Raw Indicators

)
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Poison lvy

Home - Downloads - Screenshots - Development - Customer Portal - Links - Contact

Site/downloads up again
2008-11-20

I have received a tremendous amount of emails from people wanting me to continue the project even though it might take
some time until the next release.

It's meant alot to me to see this kind of support for the project. That's why I've decided to bring back the site, but I will not
promise anything...

I hope to get some time and motivation to finish the new version.

Development
2008-03-30

The next version is well on its way (even though I haven't updated the dev.log in ages). I decided to redo most of the core
code in the dient and also implement language support. The new dient will use less memory and be somewhat faster. The
language file (english) will be uploaded, once the new version is done, for anyone to translate.

Stay tuned for more info.

New plugin: Optix Screen Capture
2008-02-04

The former EES founder, th3 s13az3, has contributed with an excellent screen capture plugin.
Hence the name it has the same style as Optix Pro (which th3 sl3az3 was the author of). Source codes are induded (which
requires a couple of Delphi Components, they are incduded as well).

Download it here!

Copyright (c) 2013, FireEye, Inc. All rights reserved.




* First released in 2005, last release 2008

* Developed by a Swedish coder named
“ShapelLeSS”

* Has been part of the APT toolbox for a
long time

 Has vulnerabilities of its own, but is still in
use

)
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* BusinessWeek revealed that Booz Allen
Hamilton was compromised with Poison
lvy (~2008)

 RSA revealed that it had been
compromised; one of the tools used was
Poison Ivy (2011)

« Symantec documented the “Nitro
Campaign” against the chemical industry
and others (2011/2012)

)
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Poison lvy is Still Active

« Strategic compromises of CFR (2012),
Dol (2013)

« Strategic web compromises by the
“Sunshop” campaign (2013)

* Let's focus on one campaign that has
been active since ~2008: admin@338

)
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Gathering Intelligence from Poison lvy

 When analyzing a Poison lvy attack, the
following attributes can be combined to form a
unique fingerprint:

Profiles DNS/Port; lusa.Got-Game.org:443:[l, o Add
I~ Connect Through Prosy
# DNS/Part. | £dd
Connection
[ Hijack Proxy ()
o) [™ Persistent (keep tying until found)
ard
Install ID: me
Group:
Password: menuPass I 'Hide Password
Advanced
™ Use Key File

)
<© FireEye
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Gathering Intelligence from Poison lvy

* Poison lvy ID/Group

* Mutex

« Password

« Command and Control Infrastructure
* Implant name/location

* \Weaponization

* Delivery

)
<© FireEye
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admin@338 History

* Qur data set for the admin@338 threat
actor contains 21 Poison lvy (PIVY)
samples, 3 passwords and 43 command
and control servers

* The earliest admin@338 PIVY sample we
have is dated 2009-12-27

* We believe this actor uses a number of
different tools in addition to Poison lvy

)
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admin@338 Delivery

Reply Reply Forward @ Delete o3 i v - T Find Send to
- 2J Other Actions ) Not Junk ‘¥ MarkasUnread ||+ || OneNote
Respond Actions Junk E-mail Options la OneNote
This message was sent with High importance.
From: - Sent: Wed 3/27/2013 6:15 PM
To: -
Cc
Subject: Draft letter to Minister
| Message | @draft letter to Minister.doc @Participants contact update.doc
N
Dear All, 3l

Please see attached draft letter to Minister . Please let me have vour
comments before 9am tomorrow. I intend to send this out first thing in the

morning.

Thanks.

)
<© FireEye
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admin@338 Exploitation

 The admin@338 actor has weaponized
Microsoft Office and Adobe PDF
documents via the use of:

— CVE-2010-3333
— CVE-2009-4324

* This actor has also weaponized Microsoft
Help Files

)
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admin@338 Delivery

* Decoy documents

E e765c69b11860c41bB4276278991253.pdf - Adobe Reader H9-0 6cf2f645395fbb64bbc14fb8993e2eea.doc [Compatibility Mode] - Microsoft Word - 8 X
File Edit View MWindow Help ‘ Hom:‘ Insert Page Layout References Mailings Review View @
= A | (& 90.5% v =L = (g fabe | i=
‘ &) Eg 2@ @ | : ’ @ I mesNewRoman |14~ | A" w[4)][*%][A] | AaBbCede | AaBoccDe AaBh( % s
I! Paste ¥ [B I U ~abex, x Aa~||¥~A- A‘”@' - TNormal | No Spaci.. Headingl - g?yalnge Editing
=) ] esLY: %
Clipboard Font il Paragraph i} Styles F] |
World Development Report 2011: Conflict, Security and Deve
Main messages
¢ Some 1.5 billion people live in countries affected by repeated cycles of political 2
violence—causing human misery and disrupting development.
e To break these cycles, it is crucial to strengthen legitimate national institutions Concept Note for
order to provide citizen secuity, justice, and jobs—as well as alleviating the inte:
ey e Special Event of the Peacebuilding Commission on the World Bank’s
Today’s violence World Development Report 2011: Conflict, Security and Development
S;;ny:ie; ;llm‘; g;::czjxperienced violent conflict often face repeated waves of insta Friday, 29 April 2011, 10:00 a.m. — 1:00 p.m
¢ More than 90 percent of civil wars in the 2000s occurred in countsies that
experienced a civil war in the previous 30 years. Conference Room [3] (NLB)
¢ Crminal violence frequently undermines the gains made by successful peac X
- . i . 1 Introduction
¢ Weak and illegitimate institutions that are unable to provide citizen securt
jobs can lead to crises i countries that on the surface appear stable The Peacebuilding Commission (PBC)is convening on Friday, 29 April 2011, a
The impact special event to launch at the United Nations the World Bank’s 2011 World Development
Report on Conflict, Security and Development. With a view to a fruitful discussion on the
Countries affected by conflict and extreme criminal violence fall far behind in Report’s implications for intemnational action, the PBC is inviting World Bank Executive 2
¢ No low-income fragile or conflict-affect country has yet achieved a single ) Directors, senior leaders of the United Nations and members of the team that produced the :
*  Poverty rates are, on average, more than 20 percentage points higher in cou™y - ey R | g

Copyright (c) 2013, FireEye, Inc. All rights reserved.
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admin@338 TTP Correlation

* Other passwords used by the admin@338
actor:

— gwx@123
— key@123
— wwwst@Admin

)
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admin@338 TTP Identification

Attacker getting sloppy...

A

d05f81cd8d079b862b2ce7d241ad2209 8010cae3e8431bblledbdc9acabb93b7 0323de551aal10cab221368c4a73732eb

S S o Q r

. > '_f_l»' A\ o [ A\ i
wwwst@Admin 56qygfads admin@338 57jugfgsd gwx@123 Salinping
?5 _
<© FirekEye
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admin@338 TTP Identifiers

« Common attributes:
— Reuse of poison ivy passwords
— Common mutex naming convention
— Common targeting preferences

— Reuse of c2 infrastructure
 Network location
« domains

)
<© FireEye
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admin@338 Target Verticals

M Financial Services
M Energy
B Technology
- Satellite
B Media
Education
M Government

M State and Local
Government

Copyright (c) 2013, FireEye, Inc. All rights reserved.

M Think Tank

B Manvufacturing

B Engineering
Consulting

M Defense

M ISP/Telco

)
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admin@338 Cluster Analysis

® — ¥ —

. ek ron oftupdate. na 01, b A Lo AR MG 0 M Ladi g

' A Y
W waplzs

kcron oftd byireer. nee

http://www.fireeye.com/resources/pdfs/fireeye-poison-ivy-report.pdf

)
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Sunshop Digital

Quartermaster (DQ)




11 seemingly distinct APT campaigns...

B High-tech

B Financial services

M Telecommunicalions
Federal government

B Energy/Utilitles/Petroleum refining

Aerospace/Defense/Alrines

B Chemicals/Manutacturing/Mining

—6:
I

‘;a
3

B Services/Consulting/VAR

N Healthcare/Pharmaceuticals

Higher education
B insurance
N State and local government
( - — B Entertcinment/Media/Hospitality
Inldpus o ieee.b @ b.com °
Legal services

m.u ° ° B Applied research and development

o ° o o 4 o o
12.71
° g 3 o @
° ° ° upaaxebmm
o o ° ° o o 4 °

° °

| |

/o] } 1 e * © ° °
O @~ -0~ mxdo fi.com o
| o o o °
°

|

‘ )
Q@ -©-- @ FireEye
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How the attacker got sloppy...

Sunshop vs DTL

(?enl version="1.0" encoding="UTF-8" standalone="yes'?>
<assenbly xnlns="urn:schenas-nicrosoft-com:asn.vl" nanifestVersion=
(assenblyldentity version="1.0.0.0" processordrchitecture="X86" nam
(descriptionyNullsoft Install System v2.34</description’
(dependency<dependent Assenbly>
(assenblyldentity type="wind2" name="Microsoft.VUindows.Comm
(/dependentAssenbly’
(/dependency>
¢trustInfo smlns="urn:schemas-nicrosof t-con:asm.v3">
(security>
(requestedPrivileges)
(requestedExecutionlevel level="asInvoker" uidccess="false"/»</
(/security’
¢/trustInfo)
(/assenbly’

\DW'\JC’\(_"I-&QJI\JH'

(?enl version="1.0" encoding="UTF-8" standalone="yes'?»
<assenbly xnlns="urn:schenas-nicrosoft-con:asn.vl" manifestVersion=
(assenblyldentity version="1.0.0.0" processordrchitecture="X86" nam
(descriptionyNullsoft Install System v2.34</description’
(dependency<dependent Assenbly>
(assenblyldentity type="wind2" name="Microsoft.VUindows.Comn
(/dependentAssenbly’
(/dependency>
¢trustInfo smlns="urn:schemas-nicrosof t-con:asm.v3">
(security
(requestedPrivileges)
(requestedExecutionlevel level="asInvoker" uiAccess="false"
(/security’
¢/trustInfo)
(/assenbly’

We discovered 64 total samples using these two PE resources. These samples
were linked used in 11 different campaigns.

Copyright (c) 2013, FireEye, Inc. All rights reserved.
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Shared builder used across campaigns

(aka ‘Threat Actor’) Uses Builder to Generate

Malware
Used B Sal'nple

Delivered To

(aka 'Attack’)
Used to Cenerate
[User_Server_Builder) update 2012.7-21 % Bl [User_Server_Builder] update 2012-7-21 3
EHOR | RoR | SHeR (19X |
Creates © RWALTITMS e | wn [ W
I =] aw [P =] - gemEs
DNSP | 127001 PotH 20 _j? - I - I
DNSP Poet Bt 8 -
Builder | [®3 I
Developer wrssmae [ 10 ] nmnn [ 2 2]
o | 1 -
L _ = |
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It's actually all related...Sunshop DQ

)
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50,000 ft (Partial) View of Sunshop DQ

= =) = -

http://www.fireeye.com/resou rces/pdfs/fireeve-malware-supplv-chain.pdf@ FireEye
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In sum...

* |s this methodology perfect? No, but it is
effective at detecting and defending against
unique attacks.

» Defense in depth is still required
— Multiple defensive strategies are needed

 However, Threat Intelligence is a tactical,
short-term mitigation, while better, long-
term methods are developed

)
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Closing thoughts...

 Why is it hard to measure security?

* Why isn’t security embedded into most
business operations?

* Why do most breaches not affect the
market value of victim firms?

)
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Questions?

\RTS
<C Eye <y

Visit http://fireeye.jobs
UR@FireEye.com

“The spark starts here”




